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Malaysia Cybersecurity Camp (MCC) is a boot camp focusing on
cybersecurity topics for students and beginners in Malaysia.
The event is organised together by RE:HACK and NanoSec;
empowering the community.

Our objectives are simple but impactful to the industry:

¢ Identifying local unicorns.

¢ Increase their knowledge through expert-led bootcamps /
trainings as well as get to know experts within the field.

e To bridge the skills divide between professionals and learners.

e To bring them up to par with other talented students
worldwide.

e To produce quality graduates ready to enter the workforce with
minimal training.

CYBERCAMP.MY



Core Crews

AHMAD ASHRAFF

Founder/Director REHACK Consultancy
Well-known in Bugbounty community
15 years in the industry

HAFEZ KAMAL

* Managing Consultant at e-Lock Corporation
e Co-Founder Nanosec Asia

¢ NanoSec Conference Organiser

e More than 15 years in the industry
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Lead Security Consultant - Bastion Security Group, New Zealand
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Azlan from

Past MCC Trainers

Nafiez - Security

researcher at NLab

Security

Rizan - Cyber Lead
Security Testing at

BAE Systems

Fareed - Security
Researcher, Global
Research & Analysis

Team (GReAT) Kaspersky P\L

Fitri from UMPSA

CYBERCAMP.MY

Syahmi - Lead
Intelligence at Bluesify

Ali - Cybersecurity
Consultant at BAE
Systems

Aniq - Security researcher
at NLab Security

Hussein - IT Security
specialist in Govt agency

Shahril and Jani from
Maybank Red Team

Naja from Ramadhan from Max Salar
Maybank Red NLab Security
Team)




Alumni Achievements —
& Contributions

Big or small, every achievement and contribution matters. Our alumni continue to
make waves in their fields and give back in meaningful ways, proving that impact
isn't measured by size, but by heart, dedication, and community.

MCC alumni don't just compete in Capture the Flag (CTF)events, they also

organise them, helping grow and support the cybersecurity community.
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ACHIEVING MASTERY IN THE DIGITAL LANDSCAPE

ASEAN CYBER SHIELD

HACKING CONTEST/
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Alumni Achievements
& Contributions

Alumni boost cyber initiatives at their universities.

C X
oo
o0
L X

oeboeoe

. o000 0

UTHM HUM

See more of their achievements at

https://cybercamp.my/news-and-achievements/
CYBERCAMP.MY .



https://cybercamp.my/news-and-achievements/

Alumni Achievements
& Contributions

Alumni drive cyber initiatives through CVE discoveries, CERT involvement,

and hands-on analysis training.

Alysha passed ECSS exam

P —
ECCI208378145

Alysha was accepted fo join the K—Youth

Certified Security Speclall Development Prog in 2024. Last week, she
[— shared fo us that she passed her EC—Council
. “n——— znlml Cerfified Security Specialist exam! Congrats!
B This certification is a part of the K—Youth program.

to: 14 January, 2025 01 Pebruary, 2026

EC-Council

Capang’s first aftempt analysing malware

Irfan aka Capang recently grabbed an

As we approach the end of October 2024, Hazim
epportunily (sponsored by ancnymous) to alfend

shared that he received his first Common
Vulnerability and Exp (CVE) designation for
a securily issue he identified in Apache NiFi. He
responsibly reported the issue, which has new been

Fareed 's malware analysis workshop.

ASEAN Notes.iso Stately Taurus He recently developed inlterest in exploring digital

[Malware Analysis] forensic and malware analysis. Threugh this

warkshop, he wrole a malware analysis repor on confirmed as fixed in the latest release from the

Slately Taurus Asean Noles.so campaign largaliing Apache NiFiteam.

Malware Analysis Report: ASEAN
Notes.iso from Stately Taurus

enflifies in Myanmar as part of his learning. Congrats Hazim!
ongr im:

Campaign Choeck ondk: o
Ref:
hilps://brocapanggilhub.io/ posls/asean—noles—
iso—stately—taurus/ hitps://nifi.apache.org/documentation/security

Yo, welcome to my blog! | write tech stuff and play CTFs for fun. (still a noob)

2024-12-12

| cve | Cve-2022-21544 § browsershot ] spatie
® spatie/browsershot < 5.0.0: Improper Input Validation
Leading to Local File Read (LFR) CVE-2024-21544

Summary

A vulnerability in spatie/browsershot allows an attacker to bypass the URL validation check in the setUsl method by using
leading whitespace ( %20 ) before the fi protocol. This bypass enables Local File Read (LFR), allowing attackers to read
sensitive files on the server, such as /etc/passwd . The vulnerability is due to improper input validation in the URL parsing logic.

See more of their achievements at

https://cybercamp.my/news-and-achievements/
CYBERCAMP.MY



https://cybercamp.my/news-and-achievements/

Cyber Skills Level-Up

Alumni organised cross-universities cybersecurity event Cyber Skills Level-Up

UM - MAY 2024

¢ Organised by 2 MCC alumni serving as PEKOM
committee members.

¢ Trainers were also MCC alumni, sharing their CTF
expertise.

ITUM - JUNE 2024

¢ Co-hosted by SIG Cybersecurity IIlUM, led by MCC
alumni Aniq(2022), with support from alumni
Nazmy and Hazim (both 2023).

¢ Jia Qi and Kelvin, also MCC alumni (2022),
contributed as event speakers.

UTP - JULY 2024

e Hanan and Firdaus, MCC alumni (2022, 2023),
shared CTF and web exploitation knowledge at
Universiti Teknologi PETRONAS.

¢ The session was a collaboration between CyberHax
UTP and HibiscusLab, sponsored by RE:HACK.

UPM - DEC 2024

¢ Final Cyber Skills Level-Up 2024 held at UPM with
key support from MCC alumni.

¢ Alumni involved: Norman, Amin, Irfan, Amir, Sara,
Firdaus, Cheng Xun, Fira, Thagif, Syamil.

¢ Adlina and Ammar among the winners in the Mini
CTF event.

More CSLU to come!

CYBERCAMP.MY



Alumni Feedback

Below are some of their fed back:

MALAYSIA CYDERSECURITY CaMp

Did you feel that MCC
helps your growth?

‘ ‘Abso[utely, yes. | found it incredibly beneficial to
network and meet all the fantastic trainers, fellow
MCC participants, and the crew. MCC focus on giving
back to the community resonated with me deeply,
providing the exact platform | needed as a beginner
to contribute and grow. The experience also created
lifelong friendships with a bunch of passionate
students in the field, and | would love to see
everyone involved continue to grow and succeed.

79

Did you feel that MCC helps your growth?

“Yes, in so many ways. | get to expose myself to great people in the
Cybersec community as well as people who have been in the industry for
a long time. In terms of personal growth, | feel more comfortable to be
part of male dominated industry as | see other girls striving as well. The
supportive environment and appreciation for work make it enjoyable.
Most importantly, | can say MCC does its purpose which is to bridge the

gap in industry itself” - Farisya

Did MCC help you to get your
internship or working placement?

Yes. The sharing session in MCC 2023 by Rizki
sparked my mind and made me more proactive
on LinkedIn. Through LinkedIn connection, | was
able to secure my desired position as an intern
at Maybank.

Did MCC help you to get your internship or
working placement?

“Yes, | am working overseas. | believe it is a sort of butterfly effect
because MCC enabled and motivated me to progress in this field. Many
of my subsequent achievements are somewhat connected to MCC. ” -
Alvin

https://www.instagram.com/stories/highlights/18350660881190546/

~
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Official Support From
NACSA

Since 2023, the National Cyber Security Agency (NACSA) has been supporting our
efforts to identify and develop local talent in Malaysia, including the Malaysia
Cybersecurity Camp. During MCC 2023 bootcamp, we received a surprise visit from Ir.
Dr. Megat Zuhairy bin Megat Tajuddin, Chief Executive of NACSA. Dr. Megat observed

the workshops conducted and was impressed with the level of focus exhibited by the
participants.

edition.

The Chief

2lopment of oyl 2Ur { se thro ocal cyber security
ollaboration RE:HACK and N nich aligns with
the whi 1 by the Government of Malaysia.

#MalaysiaMadani #MACSAmalaysia #localtalentsfirst #collaboration
#ethicalcyberyouthdevelopment #governementtocommunityengagement

CYBERCAMP.MY
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Venue: Port Dickson
Date: Tentatively 28/11 - 01/12

Keynote speech

e A welcoming General Manager will kick off the event with an
engaging speech, sharing insights about exciting career
opportunities in the world of cybersecurity with our chosen
participants.

Bug Hunting Night
e Two inspiring speakers will share their journey to becoming top
hunters in the Web2 and Web3 domains.

Alumni Showoff!

e We will showcase our alumni, highlighting their incredible
capabilities and achievements as they thrive in the professional
world.

e This include a short workshop by them, and a special night event
engaging with the selected participants.

Workshops that uniquely prepared for the event
¢ We will bring in experienced trainers to share their expertise.
e This includes Red Team and Blue Team experience.
e Trainers work with overseas companies and are acknowledged by
other international researchers within their domain.

CYBERCAMP.MY
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Why Sponsor? =

By becoming a sponsor, your company is contributing to
the development of our next generation of talented

individuals.

The funds collected will be used to bear the costs of the
following:
e event venue
e trainers' travel expenses
e accommodations for students and trainers
e upcoming local/international event for them to
explore other communities out there

CYBERCAMP.MY



Sponsorship Packages

*Oday-hacker (RM 20,000%*)

¢ All benefits inherited from the Red-hacker package
¢ Brand marketing on every events organised by REHACK
¢ Let's discuss further to reach a mutual agreement

*Red-hacker (RM 10,000)

¢ Two seats are reserved for your entry-level staff to attend the training.
One twin-bed sharing bedroom is included

A session with the students to share about your organisation

Two people are invited to join the final-night dinner with everyone

All benefits inherited from the Purple-hacker package

Blue-hacker (RM 5,000)

* One seat is reserved for your entry-level staff to attend the training
e One person is invited to join the final-night dinner with everyone
* All benefits inherited from the Purple-hacker package

Purple-hacker (RM 2,500)

e Your company logo is prominently displayed on all marketing and
promotional materials

* A post on social media thanking the company for the support

* Opportunity to provide branded giveaways or merchandise

Community

* For organisations that would like to contribute non-monetary support
e A post on social media thanking the company for the support

* limited slots
CYBERCAMP.MY —




Contacts

If you are interested in sponsoring
us, please drop us an email at
hellormcc@rehack.my OR
crews@cybercamp.my OR
malaysiacybercamp@gmail.com
with the subject
"MCC2025 Sponsorship".

You may also reach us via Linkedin,
Twitter, or Instagram or contact our
core crew members directly.

CYBERCAMP.MY
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Thank you

TOGETHER, WE CAN BUILD
A BRIGHT FUTURE FOR CYBERSECURITY

CYBERCAMP.MY




